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KaK 1a 06e3ne4mLl NOBEPUTENHOCT Ha laHHUTE
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CUrypHOCT € (hyHKLIMOHA/IHOTO CLCTOsHIE Ha AafieHa cucTeMa, 06esneyaBallo ycrelHo NpoTuBoaeiicTBIe
CpeLLly 11 N0 Bb3MOXHOCT HeyTpan3mMpaHe Ha (hakTopn U 06CTOSTENCTBA, HACOUEHU KbM UMK OT €CTECTBOTO
[la Bb3AeNCTBAT JECTPYKTUBHO WNMW [a BIMSAT HEGMaronpusTHO Ha camara CucTeMa WM Ha (hakTopu U
06CTOATENCTBA, OT KOUTO CMCTEMATA 3aBUCH.

AGCO/NIOTHA CMTYPHOCT He CbluecTByBa. Crief0BaTeNnHo MHAOpMaLMOHHATa CUrYPHOCT Npeanonara 3auuTa
[10 TakaBa CTeMeH, Ye [a e Heyao6Ho, HeNsroAHo, 06e3ChbpUaBallo Aa Ce NpaBsaT OnNKUTY fa Ce JAOCTUTHE [0
[laHHUTE; @ He CM CTpyBa [Aa Ce B/OXAT TakuBa YCWINS, KOWTO Ca HeoGXOA4MMM 3a MPEeofonsiBaHe Ha
CbLECTBYBALLATE 3aLLUTH.

Ob6e3rneyaBaHeTo Ha €[Ha CucTemMa 3a CUTypHOCT N3NCKBa C'b6]'IPO,CI,aBaHeT0 Ha TakuBa NPUHLNNK:

*  KOMMNJIEKCHOCT — NMOCTUraHe Ha BCe0OXBATHOCT, rapaHTupalLLa CUrypHocTTa
,OT BCUYKM CTPaHM", KaTO OTYMTa BCUYKM KPUTUYHN (DAKTOPU U eNIEMEHTU;

* MpocTOTa — BK/KOYBAHE B CUCTEMATA HA Bb3MOXHO Hal-MaTbk 6pOiA,
Bb3MOXHO Hali-NpOCTM eNIEMEHTH, OT KOUTO CUrYPHOCTTA Jia 3aBUCH;

*  He3aBMCMMOCT Ha CuCTeMara OT e/IEMEHTM, KOUTO He Ca NoZ Hall KOHTPON
UK He Morar 6bp30, NECHO, HAAEXAHO fia Ce NOCTaBAT NOf, HaLll KOHTPOS;

*  aNTepHATUBHOCT — BaMMO3aMEHSEMOCT Ha eNIEMEHTUTE B CUCTEMATA,
KOMTO Ca KPUTUYHU 32 HEIHOTO NPaBIUIHO W CTaBWUTHO (DYHKLMOHUPAHE;

* GanaHcupaHoCT — 0be3neyaBaHe Ha ,[0CTaTbYyHO" CUrYPHOCT B CUCTEMATA,
B 3aBMCUMOCT OT pa3Mepa Ha pPUCKOBETE 1 OT BEPOATHOCTTA ia HACTbAT;

*  [AVHAMUYHOCT — NOCTOSIHEH Nper/es 1 6bp30 06HOBABaHE Ha cucTeMara
B 3aBMCYMOCT NPOMEHSALLMTE Ce YC/IOBIUS 1 HOBOBbL3HMKBALLMTE 3aniaxu;

*  MepcneKTUBHOCT — YCbBbPLLEHCTBAHE Ha KOHLENLMNTE 3a CUTYPHOCT
Mpu OTYMTAHE Ha CHLLECTBYBALLMTE TEHLEHLMN U NPEACTOALLM ChOUTHA.

NHchopmaLyoHHATa CMTYPHOCT BK/OUBA HEOBXOAMMUS KOMM/IEKC OT OPraHU3aLMOHHN 1 TEXHUYECKI MEPKN,
KOWTO Ca B CbCTOSHME B KOHKDETHWS CNyyali Aa o6esnevar Ab/KAMATa NOBEPUTENHOCT HA AaHHUTE U
He/loMyCKaHe Ha TAXHOTO HEePa3PELLIEHO / HEXENAHO NPOUMTAHE, KOMMPaHe, MPOMEHSHE UM YHULLIOXABAHE.

Cpef, Hail-BaXHWTE [aHHW, KOUTO TBOsITa CUHAMKanHa cekums o6paboTBa, ca /IMYHUTE [OaHHM Ha
CUHAVKaIHUTE uneHoBe. [oHskora Pa6oTojaTenute 3/0ynoTpeGsBaT CbC CBOMTE MpaBa OCBLLECTBSBAT
CbBCEM LIENEHACOUYEH TOPMO3 CMPSMO TsIX — Mopajan KOeTo MOXE [la Ce OKaxe LenechobpasHo fAa 6bie
3anaseHo B [Abf6OKa TaliHa Koii cUMNaTM3vpa Ha CUHAMKATUTE U KOii uneHyBa B TaX. B Tasn Bpb3ka He
CnyYaliHo NpeaceAaTensT 1 CekpeTapsiT (KOMTO B NOBEYETO C/lyyay Ca M3BECTHU Ha PaboTogarens) ce nonssar
OT 3aKOHOBA 3aKPUNA CpPELLy AUCLMNINHAPHO YBONHEHME U 0CBOGOX/AaBaHe NOPaay ChKpallasaHe Ha LLata.

[lpyri BaKHM TaifHu, YnNSTO CUTYpPHOCT TpsibBa Aa GbAe 06e3neyeHa, ca CBbp3aHu C MHOpPMaLMsTa, KOSITO
PaboTofatensiT € [ATbXeH [a NpefocTaBu Ha CUHAWKATATE MPU KOMEKTUBHU TPYAOBW MPEroBopu 1 npu
OCbLLUECTBSBaHE Ha LAMOCTHUA coumaneH puanor. Yecto Tasu MH(OpMaumMs BKIYBA (UPMEHN TalHu,
noApo6HOCTI OT (hMHAHCOBOTO CHCTOSHME Ha NPEANPUATUETO, NAHOBE 3a NPEACTOALLM NPECTPYKTYPUPAHUS U
[IPYr1 — KOUTO HE XEeNaeM Aa NonafiHaT B PbLETE Ha KOHKYPEHLMSITA 1 a HAaBPeasAT Ha HawunTe Pabotoaarenu!
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He psako cuHakatuTe ce Hanara Aa paboTaT ¢ faHHUTE N0 KOHKPETHW CUTHa/IN 3a HepeAHOCTU UK C Te3u
Nno NPEACTOALM, TEKYLM UK NPUKIIYAIN CbAEOHN fena (Hai-4yecTo Ha Hali CUHAWKaUTHU Ledun uan Ha
TPYLOBUA KOMEKTUB Kato LANo cpelyy Pabotogatens). MpexaeBpemMeHHOTO paskpuBaHe Ha TakvBa AaHHU
MOXe fa 3aTpyAHu YCTaHOBAIBAHETO Ha 06eKTWBHATA AEWCTBUTENHOCT WM Aa HaBpeau HEOCHOBATENHO Ha
Pabotoaartens.

Ona3BaHeTo Ha TaifHaTa e CbLUECTBEHO M NPV NOAFOTBAHETO U NPOBEX/AAHETO HA e(HEKTUBHA CTauKa — KbETO
N3HEeHaJaTa YecTo Ce OKasBa pellaBall (hakTop, a NOCTABEHWUTE CKaHWUS U BOfEHUTE NPEroBOpy B MOBEYETO
C/Mlyyau 3acaraT penyTauusTa u TbProBckiTe TaiiHu Ha Pabotogartens.

W He Ha NOCMEAHO MSICTO — CUHAVKANHUTE AEiALIM NOYTW MOCTOSIHHO MOo/yyaBar, 06paboTBaT U NpeaaBaT KbM
CBOW KOMErv [aHHW, CBbP3aHW C BbTPELIHUS CUHAMKANEH XMBOT HA HAlWUTE CTPYKTYPU — CBbP3aHU C
pasrnexaaHe Npeg/ioKeHnsTa OT OpraHu3aLMoHEH U NPAKTUYECKM XapakTep, rnacyBaHeTo npn u36op Ha
CUHAMKANHU NWAEPU WK 0YepTaBaHe Ha CUHAMKANHM MOMUTUKW, YYacTMETO B KOHKPETHW MHMLMATVBA Ha
CUHAMKATUTE.

OpraHu3auuMoHHUTE MepKM 3a MH(OPMALMOHHA CUTYPHOCT BK/HOYBAT [AECTBUS, OTHOLIEHMSI C XOpa,
MPVHLMNHA HauMHK Ha paboTa. TPYAHO MoraT fa ce AajaT U34epnaTesHi ykasaHus (BCeKM KOHKPETEH ClyJalid
MOXe [Ja € cneuucnyeH), Ho 06MKHOBEHO CNeHITE HACOKM MoraT ia Gbaar NonesHu:

* He kniokapcTBaii. B noBeyeTo c/lyyaun 6e3LeHOTO CrofensHe Ha MH(hopMaLus He € NPOLYKTUBHO, a
MOHSKOra Ka3aHOTO CaMO Ha efHOrO (BK/IKUUTENHO C YTOBOPKaA ,0a HE Ka3sa Ha HUKO20"“) MOXe fa Cce
pa3bepe OT BCUYKW; UK JOPK Aa ce pasbepe HeLLO n3onayeHo, NpeyBenMyeHo, 1306amyasatlo.

» CnasBaii npouegypute. [lafieHn TemMn He TpsibBa fa ce 06CHXAAT M3BbH OMPEENeHN KPbroBe.
Bbnpocute OT BbTPELUHNS CUHAMKANEH XWBOT Ca Camo 3a CUHAMKAUCTW. AKO NMperosapsTe no
HskakbB NOBOA ¢ PaboToaarens, paskpuBaii Ha TPETW CTpaHK CaMo TakaBa MH(opMaLKs, KOSTO HaMa
[1a 3aCErHe HIKOro OT NperoBapsiLLnTe.

* He cmecBaii kaHanute. Ako TpsbBa Aa Cnogenn HanpuMep HsKakea CUHAMKaUIHA TaliHa, MoXe 6u
CNyXe6HMTE NOMELLEHMS He ca Hai-406POTO MSCTO; HUTO CAYXeOHUAT TenedoH (KOMMITBLP); HATO
cnyxebHaTta enekTpoHHa nowua. Mogabpxai He3aBMCMMI KaHan 3a noBepuTenHaTa UHgopmawys.

* TMopabpxaii ped. AKo paboTuLL C AOKYMEHTU (B1UAN Ha XapTus, GUNK B eNeKTPOHHA cpefa), e Jobpe
[la 3HaeLL BCEeKM OT TAX Kbfie Ce Hamupa 1 3aLLlo e To4HO TaM. OCBEH Ye Taka Llie MoxeLl Aa paboTuLy
no-6bP30 1 eqPeKTMBHO, Lie MOXEL Aa MMal edHO Ha YM B KOW [JOKYMEHTW MMa noBepuTesHa
NHopmaums 1 Tpsbea fa ObAaT LbpXaHu Ha CUrypHO MSCTO.

* He Konupaii 6e3uenHo. He pasmHOXaBaii 1 He pa3npoCcTpaHsBal NoBepuTenHa MHopmaums 6e3
npuumHa. Cb3aaBaHETO Ha MHOXECTBO KOMUst MOXe fa A0Befe A0 13rybBaHe Ha HAKOe OT TAX UAn Ao
nponyckaHe fa 6b/ie YHULLOXEHO Crief kato Beye He e Heobxoaumo. OCBeH TOBa BCAKO Crlefsallo
Kornue e ,0LLe efyH pUCK* OT paskpuBaHe Ha NoBepuTeHaTa MHopMaLms.

* BHumaBaii Npu NpeHacsHeTo. AKO Ce Hanara fja NpeHacsiLL NOBEPUTENHI [OKYMEHTN Ha XapTis Nu
eNeKTPOHHN HOCUTENN C MameT, 06MUCAIM NpeaBapuUTeNHO MapLupyTa, u3bepn 6esonacHa yacT Ha
[EHA 1 B3eMW CbCc cebe cu npuapyxutenu. Moctapait ce uHdopmaumsTa ga GbAe AOCTaBeHa
Bb3MOXHO Hali-6bp30 10 CBOETO CUrYPHO MECTOHA3HAYEHME.

*  MuHumMu3upali gaHHUTe. He Apbx npu cebe cu MH(opMaums, KosiTo He e Heobxoanuma. [LoKyMeHTH,
KouTo Tpsi6Ba fa GbAAT NpeaafeHn Hakomy, npeaaii BbAMOXHO Hali-paHo. [JOKYMEHTH, KOUTO Beye He
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ca HeoOXOAMMM, YHULLOXN MO Haii-0bp3ns HaunH. AKO HeLo He e HeobXoAUMOo Aa ce AOKYMeHTMpa
WNn fa ce kasga, NpoCTO ro 0CTaBm fa OT/IETU 1 Aia ce 3abpasw.

* [pbX Hewwara nog Knwu. 5e3 3HaueHre fanm ca Ha XapTusi UK B eN1EKTPOHHA CPeaa, JOKyMEHTUTE
C NoBEepUTENHA MH(hOpMALMS He BMBA [ja 0CTABaT IECHO AOCTbIHI 33 TPETW CTPaHK (OCBEH ako ToBa
He e Heo6XoauMo). [pPbX XapTUEHUTE [OKYMEHTW 3aK/IOUEHN (W T CKpUA Ha HSKOE HeouakBaHO
MscTO). LLinchpoBait enekTPOHHUTE AOKYMEHTU WM NOHE W apxuBMpaii B AMpekTopus ¢ napona. /1
B3EMI MEpKV CPELLly Hepa3pELLIEHO BK3aHe B KOMMIOTHPA, KbETO M CbXpaHsBalLl.,

» O6yuaBay ce. [lobpa uges e Aa Cneaull HOBOCTUTE B WHC(hOPMALMOHHATA CUTYPHOCT W Aa
npunarall, Korato ToBa € yMecTHO. ECDeKTUBHUTE MepKM AHEC MoraT fa 6baaT KOMIPOMETVPaHN yTpe
1 a ca HeobxofAumm Apyri Mepku. Monaraii ycunns 1 TBOUTE KoNMern Aa akTyanusupat npeacTaBute
CI1 32 TOBA KaKBi MEPKI Ca HEobXoanMMU.

BbB Bpb3Ka C rOPHUATE OpraHn3aLOHHI MepKku TpsbBa Aa 3Haell, Ye KakBOTO W [a paskpuell Npes HaimTte
CUHAMKaHW feiilu, To € cnyxe6Ha TaiiHa no cunata Ha yn. 403, an. 1, T.1. 1 1 2 BbB Bp. C y. 406, an. 3 o7
Kopekca Ha Tpyaa. AkO non3sawl CbAeWCTBMETO Ha afBokar (buno B CUHAMKA/sHATa opraHusauus, 6uno
Apyrage), BCUYKO Ka3aHo NoMexay BW e afBOKaTCKa TaliHa — TO He MOXe Aa 6be y3HaBaHO, 3anucBaHo U1
13M0M3BaAHO OT TPETU /inla Mo HUKaKkbB noBod. Jopu fa NpeAcTasnfBa [0Ka3aTesicTBO 3a W3BbPLUEHM
MPeCTbINIEHN 1 [a BK/IOYBA HANpPaBEHW CaMOMPU3HAHWA, TO He MOXe Aa ObAe NPUIOKEHO Karo
[0Ka3aTencTso (OCBEH KaTo [oka3are/cTBo 3a TOBa, Ye TO3M, KOWTO 0 paskpuBa, € HapyLwnn afsokarckara
TaliHa M NOL/IEXM Ha caHKUMs 3a ToBa). HO BLMPEKM Te3n 3aKOHOBM rapaHuuu, UMai €f4HO Ha YM BUHAru,
Korato MUC/INLL Aa KaxkeLl / HanuLeLl HAKOS TalHa U He npeHebpersaii AafeHnTe HacoKy.

TexHuyeckuTe MepKu 3a WHKOPMALMOHHA CUTYPHOCT BK/KOYBAT OCUTYPSIBAHETO Ha WHAPACTPYKTYpa,
TEXHOMOrM 1 noaxoau. TpyaHO moraT fia ce AafaT u3vepnarenHn ykasaHust (BCekN KOHKPETEH Cyyaii Moxe
[1a e cnevuydmyeH), Ho 06MKHOBEHO CNIEAHINTE HACOKIM MOraT fja GbAaT NoNnesHu:

 3akniouBaii cTapatenHo. CbxpaHsiBaii XapTUeHNUTe [OKYMEHTU U ENEKTPOHHITE HOCUTENM C NaMeT
M0 Bb3MOXHOCT B 3aK/HOUEHO NMOMELLEHIMe, KbETO camo TI UMaLll A0CTbN. M0 Bb3MOXHOCT Non3Baif
MeTasleH LKagh CbC 3ak/HYBALLIO YCTPOICTBO. AKO He pasnonaralll ¢ Takuea YCrioBYs, MOMUC/N KakBo
MOXeLL 1a NMPUrOAMLL 3a LieNTa.

* TonsBaii camo nuueHsupaH cotyep. He pasuntail Ha KpakHaTu" BepcuUu Ha codoTyep, KOMTO
M3NCKBa BanWAeH NMLEH3. HUKOM He MOXe fa rapaHTipa Kak TOYHO e ,KpakHaT TakbB codpTyep u
[0KOSIKO HaZeXAHO (PYHKUMOHMPA. AKO He Xenaell fa niawaw 3a Heodxoaumus T codotyep, ganm
He e 4obpa naes Aa ce 3anosHaell ¢ koHuenuusTa 3a Ceo6ogeH codptyep?

» Ton3sBaii camo HagexaeH codpTyep. ,HagexzaeH" e camo To3u codpryep, KOMTO TV NO3BONSABA Aa
3HaeL kak paboTu; 1 He Te MpaBu 3aBWUCUM OT KOHKpPETHa paspaboTsallia komMnaHus. HecBobogHMAT
cofpryep (kakbBTO € Windows, MacOS, iOS n gopu Android) He e HafexzeH, 3al0To TaM He
MOXeELL fia 3HaeLl Kak paboTn coqpTyepbT 1 CW HaMb/IHO 3aBKCUM/a OT paspaboTsallara KomMnaHus
(KOATO egMHCTBEHA MMa NPaBo fa NpoMeHs codotyepa). C TakbB COPTyep He MOXELL Aa rapaHTupaLl
KOW 3Hae Kakea CUIypHOCT Ha MHhopMaumsaTa. AKO He Xenaew fa nosissatl codotyep, 3a KouTo 4opu
HAMALL NpaBo Aa 3HaeLl Kakeo Npasy Ha COOCTBEHMA TV KOMMIOTHP / TenedioH, fasu He e fobpa naes
[ia ce 3ano3Haell ¢ KoHuenuusTa 3a CBoboaeH codptyep?

« nMMon3Baii camo TBOM pecypcu. PaGoTofjaTensT 4YecTo Ci 3ana3sa npasara Ha afMUHUCTPATOp
CTpAMO  CyXeGHUTE YCTPOCTBA, CbpPBbLPM, 06MAYHM YCIyru, ToBa My 03BOMSIBA [a Npernexaa
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CbbPXaHWeTO, Aa ,MoACMyLIBA" Pa3roBopuTe, Aa 61okupa AocTbna. He nonseaii ciyxebHu pecypcu
3@ CbXpaHsABaHETO MW NPefaBaHETO Ha KaksaTo 1 fa 6uio nosepuTenHa MHpopMaLms.

 TonsBali curypHa napona. He e o6pa naes naponara Tv [ja e CBbp3aHa ¢ UMETO T, poX/aeHara Tn
faTa, Tened)OHHINS T HOMEP; [a e KpaTka, camo C Masikv GYKBM, camo C Lucpu, 6e3 cnewpanHm
CYMBO/M; 2 € 3an1caHa Ha MCTYe [0 KOMMITbpa TH; fa Chllata KaTo 3a ApYri pecypeu B internet;
[1a He e NPOMEHsHa OT FoAVHY; Aa e crofeneHa ¢ edHa MHo20 0obpa npusimeska”“.

* Lludposaii. Makap fa e TpyLHO (OCBEH aKo He Ce 3aHMMaBalll C TakiBa Hella), € MHOTO NoMe3Ho Ja
Ce 3ano3Haell C acMMEeTPUYHOTO LMpPOBaHe, KOETO TW MO3BO/MABA Aa MNpejasall CUrypHO
WHhopMaLMs Ha TPETU CTpaH, BKKOUMTENHO 1 6e3 fja CTe pa3MeHWIN TaikHo WNPOBBLYHM KNHOHOBE.
O1nnyeH CBoboaeH codpryep 3a Tasm Len e GnuPG.

BbB Bpb3Ka C ropHUTE TEXHUYECKU MEPKN TpsbBa Aa 3Haell, Ye CbBpeMeHHara kpuntorpadus e 4ocTurHana
[l0 MHOTO BMCOKM HMBA Ha CUIYpHOCT, ,Hai-CcnaboTo 3BEHO" B KOWTO € TBOsITa napona. Ako 6asupall TBosiTa
WHhopMaLMOHHA CUTYpHOCT Ha CBOGOAHW COPTYepHU TEXHONOrUM (KOMTO Ce MOAAAaBar Ha HesaBucuMa
NpoBepKa 3a HauuMHa UM Ha (DYHKLMOHMPaHe 1 Morar Aa 6bfaT YCbBbPLIEHCTBAaHU OT BCEKW [AOBEPEH JIMYHO
Ha Teb nporpamucT), MOXeLL Aa NOCTUrHEL pecnekTupaLiy H1uBa Ha UHGhopMaLMOHHA CUrypHocT. Mpu Bce
obaye TpsbBa Aa MMaLl eHO Ha yM, Ye aGCONIOTHA CUrYPHOCT (0COGEHO B €NEKTPOHHA cpeaa) HAMA. AKO
He e HaMCTHA HeobXoa4MMO, He BbBEX/al NoBepuTeNHa MH(OPMaLUs B €eKTPOHHA cpefa. M yHuLLoxaBa
BCWYKM NOBEPUTENHI (haiAnoBe 1 JOKYMEHTM (61K Ha XapTust, 61K B eNEKTPOHHA cpeaa), BeHara cnep kato
Beye He ca HauCTVHa HeobXoaUMMU.

He ce orpaHuuaBaii A0 HactosiwuTe HanmbTcTBUA! VHOPMALMOHHATA CUTYPHOCT € KOMMNEKCEH U
[MHaMUYEH BBNPOC; 06XBalLa MHOrOGPOIHM (hakTopy 1 Ce M3MEHS! MOCTOSHHO BbB BPEMETO C Hanpeabka Ha
Haykata 1 TexHukaTa. 3anosHaBali ce ¢ HOBOCTUTE U T BbBEX/al CBOEBPEMEHHO.

WNHhopmaLMoOHHaTa CUTYPHOCT He e CaMo MHAWBMAYasIeH BLNPOC. 3ano3Haii KoNeruTe cu ¢ HacTosILuTe
HaMbTCTBIS W U3MCKBAll OT TAX A CMA3BaT PasyMHN HWBA Ha AWCLMNIMHA, 3a [a 3anassT noBepuTenHara
NH(hOpPMALWSA, KOSITO UM CMOAENsLl. 3alloTo KOJKOTO M BUCOKM HMBA Ha MHpOPMALMOHHA CUTYPHOCT Aa
NoAAbPXalll, TOBA HAMA [a IMa HUKaKbB eddeKT, ako MHopMaLMsTa ,M3THYa" OT TBOUTE NapTHLOPM.

Pa3npocTpaHsiBa ce 3a cB060AHO nonssaHe CbracHo JluueHsa 3a CeoboaHa gokymentauns GNU-FDLv1.3 — cpelly
KOETO Ce 3a/b/xaBall fa LuTuUpaLl aBToOpCTBOTO, fa He OrpaHMyaBall csobojarta 1 fa He Cb3fasall 3abnyxaasallo
BneyatnieHue, ye Te nogkpensime. Copyright © 2019 HOTUHN npu KT ,,Moakpena”
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